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Computing Acceptable Use Policy
OVERVIEW
This policy has been established for Guangdong Technion-Israeli Institute of Technology (hereinafter GTIIT) information resources. A reference to the term “GTIIT” encompasses the GTIIT University. GTIIT management has reviewed and approved this policy and its enforcement.

Effective security requires awareness, participation and support of every GTIIT User who deals with information and/or information system. It is the responsibility of every computer user to know these guidelines, and to conduct their activities accordingly.
PURPOSE
The purpose of this policy is to outline the acceptable use of computing and communication resources provided by GTIIT, including use of the Internet through GTIIT network and devices.  Computing and Communication resources provided by GTIIT are to be used for supporting its business operations by serving the mission of the university.

These rules are in place to protect the user and GTIIT from illegal or damaging actions by individuals, either knowingly or unknowingly and to reduce the risk from virus attacks, compromise of network systems and services, and legal issues.  
SCOPE
This policy applies to users at GTIIT, including all personnel affiliated with third parties. 

This policy applies to all Computing and Communication equipment and services that are owned, leased and / or licensed by GTIIT including computers, networks, computer applications, printer, communication devices (e.g. phones) and services (email).  This policy applies to the use of university-sponsored internet connections.
SIGNATURE RECEIPT AND ACKNOWLEDGEMENT
This signature page will be maintained in the employee or student personnel profile by the HR or SA department. If not signed, your GTIIT account will be invalidated within three working days.
Receipt and acknowledgement of Computing Acceptable Use Policy by:
_________________________________
User / or Other Name (Please Print)

_________________________________		____________________
User / or Other Signature					Date


DEFINITIONS
Electronic communication
Any process used to convey a message or exchange information via electronic media, including the use of electronic mail (e-mail), Internet access, Instant Messaging (IM), Short Message Service (SMS), facsimile transmission, and other paperless means of communication. 
In this policy, e-mail refers to any official GTIIT email account ending with @gtiit.edu.cn (including subdomains such as @alumni.gtiit.edu.cn, or other possible future subdomains), which is hosted on GTIIT’s mail servers. This does not include personal or non-GTIIT email accounts. 
Information resources
These resources refer to any and all procedures, equipment, and software that are employed, designed, built, operated, and maintained to collect, record, process, store, retrieve, display, and transmit information.
User
Any individual authorized to access an information resource in accordance with university policy and information-owner defined procedures, in compliance with any pertinent Chinese laws, including but not limited to Faculty, Student, Alumni, Staff, Associates, 3rd-Party Contractor, Temporary, Customers, Vendors, Shareholders, etc..
Confidential Information
Any information or data that is classified as confidential or sensitive by GTIIT or under any regulatory/legal requirement. Examples include personal identifiable information (PII), intellectual property, research data, and student or staff records.
POLICY PROVISIONS
Users are responsible for abiding by all university policies and procedures related to university information resources as well as applicable law. Users are required to complete regular information security awareness training as directed by the University Information Technology Department (hereinafter IT Department) and required under the Cybersecurity Law of the People's Republic of China (2017),  including acknowledgment of compliance with security policies and procedures. Users are also responsible for reviewing and complying with security information provided by the IT Department.
 To address specific business needs in IT environments, authorized personnel may use another user’s uniquely assigned network account for testing, troubleshooting and development purposes.
Network accounts with elevated access privileges are designed for use only to perform specific job functions for which the user has been authorized and only for official university business. Users are responsible for ensuring these network accounts are not used for tasks not requiring the elevated access privileges, e.g., web browsing, etc. or for personal use.
University information resources are provided in support of the mission and goals of the university. Incidental personal use is acceptable with the following restrictions:
· Incidental personal use of e-mail, internet access, telephones, fax machines, printers, copiers, etc., is restricted to university approved users.
· Incidental personal use must not result in direct costs to the university.
· Incidental personal use must not interfere with the normal performance of an employee’s work duties.
· No files or documents may be sent or received that may cause legal action against the employee or the university.
Every student (graduate or undergraduate) and every Faculty Member or teacher must follow the corresponding GTIIT code of conduct, a copy of which can be obtained from the UG or RIGS.
USER RESPONSIBILITIES
Utilizing the resources of the university to support its missions and academic vision not for related personal gain.
Changing their passwords periodically as defined within Security Policy for Information Technology and Networks and the security subsystems. 
Using only their assigned user account and not sharing personal accounts. 
Accepting responsibility for the security of their accounts and passwords and for the transactions and activity that takes place on their account. 
Users are responsible for reporting security incidents, including any potentially compromised network account or suspected system irregularities or vulnerabilities, to the IT Department.  
Users must respect the privacy of other users. For example, users shall not seek or reveal information on, obtain copies of, or modify information belonging to other users, nor may users misrepresent others.
Users are responsible for respecting the rights of other users by not engaging in any behavior that creates an unlawfully hostile environment for other individuals.
Users must respect the integrity of information resources by not exploiting system vulnerabilities, hindering supervisory or auditing functions, intentionally developing or using programs that harass other users, infiltrate an information resource, or damage or alter the software components of an information resource.
Users must abide by additional guidelines established by a specific facility, division, or department regarding use and management of information resources.
OWNERSHIP AND GENERAL USAGE
Data created and stored on the University systems and networks are the property of GTIIT. GTIIT's management cannot guarantee the confidentiality of private information stored on any network device belonging to GTIIT. 
For security and network maintenance purposes, authorized individuals within GTIIT may and will monitor equipment, systems and network traffic at any time. 
GTIIT reserves the right to audit and monitor its networks and systems periodically to ensure compliance with this policy. 
GTIIT may access employee work areas with for severe reasons under the appropriate top management approval.   
SAMPLE UNACCEPTABLE USE
The following activities are, in general, prohibited. Some employees, such as network/system administrators, may be exempt from these restrictions due to their professional duties.
The lists below are not exhaustive but provide a framework and samples of activities considered unacceptable use of GTIIT’s Computer Resource Usage Policy:  
Intellectual Property and Confidentiality
a. Violations of the rights of any person or university are protected by copyright, business secret, patent or other intellectual property.
b. Installation or distribution of "pirated" or other software products that are not appropriately licensed for use by GTIIT. 
c. Providing information about, or lists of, GTIIT employees to parties outside GTIIT. 
Non-business-related usage 
a. Utilization for non-business purposes that may slow down network resources or negatively impact employee productivity such as: streaming video, games, digital music, gambling, personal purchasing / selling.   
b. Use of university facilities, equipment, or other resources for consulting or other non-university business activities is prohibited unless a financial arrangement has been made between the individual and the university, and it has been approved by the department and IT head or director prior to the employee’s use for external purpose, or special permission was granted by GTIIT PVC in charge.
c. Anything beyond incidental personal use.
Unauthorized Access / Security Breach
a. Revealing user’s account password to others or allowing use of user account by others within or outside the university.
b. Attempting to bypass or circumvent security measures protecting GTIIT’s or another entity's computing and network services, regardless whether an intrusion occurs.  
c. Accessing the computing device or accounts of others with the intent to read, browse, modify, copy, or delete files and directories without the owner’s permission unless appropriate management authorization was specifically given.
Operating Integrity 
a. Disrupting service or causing disclosure through unauthorized technical means such as: port scanning, security scanning, network sniffing, network traffic monitoring, denial of service attacks, pinged floods, packet spoofing, forged routing information and introduction of malicious programs into the networks or devices (e.g. viruses).   
b. Maintenance of GTIIT owned computer equipment by unauthorized persons.    
c. Attaching or connecting computing/mobile device that may disrupt GTIIT network without the notification of and approval by the IT department.

ENFORCEMENT
Any user found to have violated this policy may be subject to disciplinary action; this action may include one or more of the following:
a. Issuance of verbal or written warning;
b. Documentation of violation in user’s personnel file;
c. Termination or suspension of employment or education;
d. Billing of administrative costs or financial penalty to the user;
e. Initiate legal action to enjoin violations and/or collect damages, if any, caused by violations.
GTIIT will cooperate with legal authorities in the investigation of any suspected or alleged crime or civil wrongdoing.
Any consultant, contractor or third party employee found to have violated this policy will be subject to the same disciplinary action as an employee.  Cancellation of any agreement (contract) or cooperation may also occur.
COMMUNICATION
This policy is disseminated and acknowledged as part of the New User Orientation process.  A signed acknowledgement page indicating each GTIIT user has read and understands this policy is maintained by IT, HR and SA Departments in the user’s personnel file.  

It is the responsibility of all department managers to ensure the dissemination of this policy to consultants, third party workers, and other third parties as required.
REVISION RESPONSIBILITY
It is the responsibility of the GTIIT Information Technology Management, Human Resources, and university management to maintain and communicate this policy.
-- The End --
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计算机资源使用政策
1. 概述
本政策适用于广东以色列理工学院（以下简称“广以”）的信息资源的使用行为。文中所指“广以”均代表广东以色列理工学院。广以管理层已审核并批准执行本政策。有效的信息安全有赖于每一位涉及信息及/或信息系统的广以用户的充分认知、积极参与和支持。每位用户都有责任了解本政策的相关规定，并在日常工作和学习中自觉遵守。
目的
本政策旨在说明广以所提供的计算机和通信资源（包括通过广以网络和设备使用互联网）的使用方式。广以提供的相关资源仅用于支持广以的业务运营，并服务于广以的办学使命。
这些政策的制定旨在保护用户与广以免受个人或其他组织（无论有意或无意）实施的非法或破坏性行为影响，并降低因病毒攻击、网络系统或服务被破坏以及法律纠纷等带来的风险。
范围
本政策适用于广以的所有用户，包括所有与第三方组织或单位相关的人员。
本政策适用于广以拥有、租赁或获授权使用的所有计算机及通信设备与相关服务，包括计算机、网络、计算机系统、应用程序、打印机、通信设备（如电话）以及电子邮件等服务，也同样适用于所有由广以提供的互联网使用和连接服务。
签署接收与确认
此签署页由人力资源（HR）或学生事务（SA）部保存在员工或学生的人事档案中。
如不签署，账户将在三个工作日内失效。
本人在此确认已收到并知悉《计算机资源使用政策》：


_________________________________
用户/或其他姓名（请用正楷填写）

___________________________________ _________________________
用户/或其他签名					日期





定义
电子通信 
指通过电子媒介传达消息或交换信息的任何形式，包括电子邮件、互联网访问、即时通讯（IM）、短信（SMS）、传真及其他无纸化通信方式。
在本政策中，“电子邮件”指任何托管于广以邮件服务器、以 @gtiit.edu.cn（包含 @alumni.gtiit.edu.cn 等现有或未来可能出现的其他子域名）结尾的官方广以邮箱账户，不包括个人或非广以邮箱账户。
信息资源
指所有用于收集、记录、处理、存储、检索、显示及传输信息的程序、设备及软件。
用户
指根据广以相关政策及信息资源所属单位的管理规定，符合中国相关法律的被授权使用广以信息资源的单位和个人，包括但不限于教职员工、学生、校友、工作人员、关联方、第三方承包商、临时人员、客户、供应商和股东等。
机密信息
指被广以或任何相关法律法规认定为机密或敏感的信息或数据。例如个人身份信息（PII）、知识产权、研究数据，以及学生或员工档案等。
政策条款
用户须遵守所有与广以信息资源相关的政策和规定，以及相关的法律法规。
用户必须定期完成由广以信息技术部（以下简称“IT部”）所要求的信息安全意识培训（符合《中华人民共和国网络安全法》（2017年）相关要求），并承诺遵守安全政策及规定。用户亦应及时阅读并遵循IT部提供的各项安全提示和指引。
在IT环境中，针对特定业务需求场景，在经授权后，相关人员可使用唯一分配的测试账户用于测试、排障及开发等必要特殊场景。
具有高级网络访问权限账户的用户，使用该账户时只能用于执行其工作职责范围内的操作，且此类操作必须与学校正式业务相关。用户必须确保此类账号不被用于无需高级权限的用途（如浏览网页）或场景。
广以提供的信息资源旨在支持学校的教学、科研、行政管理及相关业务。对于个人偶尔使用广以计算机资源（Incidental Personal Use），只要符合以下条件，可被视为允许：
· 仅限广以授权用户。
· 不得给学校带来直接成本。
· 不得影响员工正常履行工作职责。
· 不得发送或接收任何可能使用户或广以遭受法律风险的文件或材料。
每位学生（本科生或研究生）以及每位教职员工都必须遵守相应的 GTIIT 行为准则。该准则内容可向 UG 办公室或 RIGS 获取。
用户责任
仅将广以的资源用于支持广以的办学使命和学术愿景，不得用于个人牟利。
按照《信息技术与网络安全政策》及相关安全子系统的要求，定期更改密码。
仅可使用本人分配到的用户账户，除非经IT部书面授权，不得与他人共享。
用户必须对其账户及密码的安全性负责、并对对在该账户下发生的所有操作或活动承担责任。
如发现安全事件（包括疑似账户被盗用、系统异常或漏洞），须第一时间向IT部报告。
尊重其他用户的隐私，不得私自查询、泄露、复制或篡改他人信息，亦不得冒充他人。
尊重他人的合法权益，禁止任何可能构成非法骚扰或影响他人正常工作与学习的行为。
不得利用系统漏洞干扰系统管理或审计功能，也不得故意开发或使用程序以骚扰他人、入侵信息资源，或破坏、篡改相关系统或应用程序。
遵守各院系或部门就信息资源的使用和管理另行制定的其它规章制度。
所有权与一般使用
存储在广以系统和网络中的所有数据均归广以所有。对于储存在广以网络设备上的个人隐私信息，广以管理层不对其机密性做出任何承诺。
出于安全保障和网络维护的需要，广以授权人员有权随时查看监控设备、系统及网络流量。
为确保本政策得到有效执行，广以有权对其网络和系统开展定期审计与监控。
基于正当理由并经高层管理层授权，广以相关人员可进入员工办公区域及访问其用于工作的系统与设备。
被禁止的信息资源使用行为示例
以下所列行为在一般情况下均被视为禁止；但基于特定工作职责（如网络或系统管理员）需要，且在经授权的前提下，可视情况予以豁免。以下所列行为仅为示例说明，并未涵盖全部违规情形。
知识产权与保密
d. 侵犯任何个人或广以在版权、商业机密、专利或其他知识产权方面的合法权益。
e. 安装或传播未获授权许可的软件（如“盗版软件”）。
f. 向校外人员提供广以教职员工名单或相关信息。
与业务无关的使用
d. 将广以网络用于与学校业务无关的用途从而占用网络资源或影响员工工作效率行为，如在线观看视频、网络游戏、下载数字音乐、赌博、个人买卖等。
e. 未经院系或部门及IT主管事先批准（或广以分管副校长特别许可），不得使用广以的设施、设备或其他资源从事校外咨询或其他非广以业务活动。
f. 任何超出个人使用范畴的行为。
未经授权的访问 / 安全破坏
d. 向他人泄露账户密码，或允许他人在校内外使用自己的账户。
e. 试图绕过或规避广以或他人计算机及网络服务的安全措施（无论是否实际入侵）。
f. 未经许可擅自访问他人的计算机设备或账户，以读取、浏览、修改、复制或删除文件和目录（经高层管理层授权者除外）。
系统完整性
d. 通过非授权技术手段干扰服务或导致信息泄露，如：端口扫描、安全扫描、网络嗅探、网络流量监控、拒绝服务攻击、Ping泛洪、包伪造、伪造路由信息，以及在网络或设备中引入恶意程序（如病毒）。
e. 未经授权擅自对广以拥有的计算机设备进行维护。
f. 未向IT部报告并获得批准，将可能扰乱广以网络的计算机/移动设备接入或连接至校园网络中。
执行
如发现任何用户违反本政策，可被处以下列一项或多项纪律处分或处罚，包括但不限于：
f. 口头或书面警告；
g. 在用户档案中记录违规行为；
h. 终止或暂停其雇佣关系或学籍；
i. 要求其承担因违规行为所产生的管理费用及对广以造成的经济损失；
j. 依法提起诉讼，以制止其违规行为并/或追偿因此造成的损失。
若涉嫌犯罪或民事不当行为，广以将配合执法部门进行调查。
对于顾问、承包商或第三方员工，如发现其违反本政策，也适用与员工相同的纪律措施，并可能终止与其签署的协议或合作关系。
政策宣导与确认
本政策将在用户入职或入学开始使用广以信息资源前予以传达，并由用户签署确认。确认页由学生事务部（SA）与人力资源部（HR）归档，存入用户个人档案。各部门负责人应确保顾问、第三方工作人员及其他相关方在开始工作前已知悉本政策内容并遵守相关要求。
修订责任
广以信息技术管理部、人力资源部及广以管理层共同负责维护并发布本政策。
-- 完 --
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